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Threat Matrices

Threa’[s —

“critical Infrastructure Matrix

Fu n Ctl O n S Site Hame: iSiteOne AssessmentDate: 106."22."2004 A ssessmentType: :Pre - Lovar Risk (1-60)
_ _ Medinm Risk (51-175) =
/ Infrastructure | AT dssat Vabe | I i ik (-175)
!;}: ;ln;:bRi?gRatmg o onised R Arson/Incendiary Armed Biological
e il gl Fxplosive Agent Attack Attack Agent Cyherterroxrism Agriterrorism
No. Critical Infrasiructure 4V TR ¥R Fisk AV TR ¥E Fsk  A¥ TR VE Fsk AV TR VR Rk 4% TE VE Risk AV TR VE Risk AV TE VE FRisk

S

» 1 [|Site | 3 1] 1 | 1] 1 1{ 1 | 1] 1} 1 1 1 1 [ 1 {10 5
2 {4 rchitectoral | 4] 171 1] 2 1| 2 11 1 1 2 1 1 1 1j10f 5

5 [Stractural Systems | 4] 1] 1 | 1] 2 11 5 5001 1 1 2 1 1l 1 1{10] =

4 JEnwvelope Systems | & 3| 2 201 1 2 1l 51 2 20 11 1 [ 1 111of 5

5 T tality Systems 50 51 3 3l 1 1 7 5 51 5 A 011 1 11 1 {10 5

& {Mechanical Systems | 2 2] 2 20 1 1] 2 1 1] 1 1| 31 2 2] 1 1{10] =

7 Phnhing and Gas Systams 20 111 | 1] = 1l & 50 01 1 1 1 1 | 1] 1 1ol 5

2 HElectrical Systams 5 51 2 311 11 2 1l 51 5 3| 2 2 211 1110 5

% Fire Alaym Systems 7 2 . 311 1] 2 1l =1 4 301 1 1l 1 1{10] =

10 PITiComnmmications Systems | 8] 5] 2 | 2] 1 1 2 f 11 1 1 2 1 1 1 {10 5

Clase

Record: I(I 4 i 1k |kl b-=i.-i of 13 (Filtered) 1' i bi

1

Threat Rating 1- 10 — Low risk (1-60)
Asset Value 1- 10 [ ] Medium risk (61-175)

Vulnerability Rating 1- 10 B Highrisk (> 175)



Observations and Comment Form

‘Observations and Comments for Section Heading: Site

Site Name: |5ite0ne |ﬂssessm.eniDate: Type: Asgess. D . |

Q#  Ohservation Comment Vuln? Question Cuidance
[ 2 ]1-1 he facility 15 located in the whan area JFS [ Twhat major stractares surround the Crtical infrastmeture to consider
= farility (site or baildings))? -- What |incbades: - Telecommmmications
critical infrastracthire, goverment, infrastracture - Facilities for broadeast
rilitary, or recreation facilities ave in TV, cable TV, celbilar netaorlks;
the local area that impact nevarspaper offices, production, and
hmmediate avea, — transportation, utilities, and collateral distribation; radio stations; satellite base
=] darase lattack at this facilitv imopactine stations: telephone trunkine and
{1-2 The facility is not in a depression or low [ TDoes the terrain place the tuilding in a Diapressions or low areas can trap heavy
area. It is on a rise out of projected depression or lowr araa? 'vapors, intubit natural decontamination
flood areas. by prevalling winds, and reduce the

effectiveness of in-place sheltering. -
Feference: USAF Installation Force

Protection Guide
1-3 The facilities ave 1 a camps area. I in dense, urhan areas, does ouh lane Where distance from the building to the
There are not public rights-a-way parking place uncontrollad parked nearest ourh provides insufficient
unacceptably close to the main baldings. vehicles unacceptably close to a sethark, rastrict parking in the ouh
building in public rights-of-aray? lane. For typical city streets this may

require negotiating to close the ouh
lane. Sethack 1s conumon terminology
for the distance betwsen a bnldine and

Close LJ

Record: 14 j 1k JH k| of 23 (Filtered)




Executive Summary Tab

" Assessment Main Page

4

Site Mame: iSiteOne

Bssessment Location: 1Faa:i]ities Mangement

Assassment Date: BIAZ2004  Type: iPm

[v1z1 ipe

[FiteCmet

Exerutive Summary ]wmrahﬂiﬁes | POCs | Assessment Tezm | Photos | GIS Portfolio | Miscellaneous Files |

Introduction

Ohservations

Recommendations

mntegrated in Movember 1999 to become the
newly formed, Swstem. Each of the thiee

services. The SiteTwo Division foouses on
amtbulatory and extended care, mchiding
zeriatric and rehabilitation services.

divisions provide awmque array of health cave

[ 2 iI'h:r\ee facilities (SiteX, SiteCme, and Zite Two) 'A|

]

The SiteTwao Site sits on 27 acres in the small
towm of SiteTwo. A major freizht rail line 15
about 162 male awvay, another 15 2 nules awray.
Otheranse, this is a 76 bed musing home (with
catpatient climics and an 18 bed substance
abnse facility) in a quiet Bliderest towm.

The SiteTwo Site lacks many of the hasic
security provisions common to mast other
sites. The campus is only about 50% fanced
and has no operational vehicle zates. Vehicles
and padestrians are not screened on entry, and
tha site has no CCTV auveillanee system. HNao
doors ave alarmed, howewer thers are a mumber
of infrared motion detectors inuse.

This site deserves a major semuity upgrade.
The fence line should be completed and
operational gates mstalled. Vehicle and
pedestrian screeming procedures should be
developed and practiced. & dizital, color
CCTV swstern should be installed and
integrated with alarms and motion sensors.
Pharmacy security should be upgraded. The
Palice Wateh Station should be maoved from
near the Front Entrance to a more semure
location. Finally, the police foree should e
cxpatded, and wearing protective equipmant
should be mandatory.

The Catpatient, Ambulance and Loading Dack

L e PPty o W BNl O i L« PP gparidy (ool G

Record: HJ 4 H LIy :lH ]:'-&'«-:l of 1

Wiew Assessment Chaclklist '

Close




Vulnerability Tab

"Assessment Main Fage

4 Site Mame: iSiteOne

Assessment Location: lFacilities Mangement
A ssessment Date: 1 BI222004  Type: |Pre

Exemutive Summary  Vilnerabilities ]POCs ] A ssessment Team] GIE Portfolio 1 Miscellanacns Files ]

Extracted from |

Building No Vulnerahility Priority Reco diting FProject Status f Cost Checlklist Tiew
YEite| _v | [The SiteOne Center has na CCTY [ 1_x[[mstall 2 modern, digitsl CCTV amrveillnce system.
murveillance system, inside or cut, Inchide color, PTE cameras and momtors that allow
operators to read license plates. Integrate the system
writh alarms and miotion detectors.

Cite __'_i There are no intercom call boxes i parking J 4_:‘_1 Install intercom call boxes in strategic locations,
area or other ramote locations.

Site __'_i |Magnetometers and x-ray machines are not J 1__7‘1 (Chtain a metal detecting wand foruse in periodic
sed. The Police do not have 2 metal sereening of pedestrians.
detecting wand.
Site __'j a1l 1s not screensd onsite. J 3_:J (Consider obtaining a small package x-ray machine to
sereen mail.
Site - ] |4 larms are not monitored by the Police, tut I 1~ i Bild a Security Control Foom with a console in place _'_J

Record: 14| 4[] 1 ¢ | p1[e¥|of 7 4| | o

Close

This Screen reviews the vulnerabilities captured by the assessment process and
provides a link to the Cost Data for the record that is selected.



Remediation Form

'Remediafions

Building No Yulnerability Priority

|Site |

Recommendations

The Site0ne Center has no CCTY ] 1 -]

Install a modern, digital CCTY surveillance suztem.
zurveillance zpztem, inzide or out.

Include colar, PTZ cameras and monitors that allow
operators to read license plates. Integrate the system
with alarms and mation detectors,

Action [ate Cost Comments
b 1Mo Action $0

Planned $0

tdenmay 10

Completed $0

Cloze

This Form can be filled in by the user or the Database Manager to track
the remediation records by: Action, Date, Cost, Comment

™\



Assessment Team Import Function

Lead Assessor

‘Ohservations and Comments from REMOTE DATAB ASE

Site Name: .|.Silel]ne' | iz
| Assessmen t Date: |Ple | Type: |Ple | Assess ID:
<-COPY Q# Observation Commen t Yuln?
3 I 11 -1 The_fac:ility iz located in thx=T qrban area [

of SiteThree. There are rail lines and

{Interstates i the immediate area. ————————\
There iz not an internationally

recognized high value facility it the:

eeeeeeeeeeeee .

I [13 |Thefacilties are in a campus arza. I
There are not public rights-a-way

unacceptably close bo the main
buildings.

\/ EEE I Copy and OVERWRITE Sas | - \ :

V' Copy and APPEND __J
RRRRR d: 4] 4 1k |k i‘-f"-] of 23 (Filtered)

Assessment Team

This Form allows assessment team members to combine their data into
one report on the one computer at the end of the assessment.

™\



Database Manager Tool

FEMA 452: Risk Assessment Database
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List of Assessments

List of Assassments

Asgessment Location

Aszzessment Date

Asgessment

Tn?g Aszessment Folder Name

> SiteCine

Facilities Mangzement 222004 (Pre SiteCimet
149 [SiteTwo Ilain Building 5142004 |Fall SiteTharc),
150 |SiteThree Storage Park SE52004  |Special Gite Three!
Exemitive Summary Talnerabilities Points of Contact Assessment Teamn Photos 5315 Portfolio Miscellaneous Files
Assessment Checklist Critical Function Critical Infrastrcture Strategic Site Plans Site Feports Other Beports Help Close

Record: Hj 1 ! 1 b JPI 1 1] of 3

This screen provides the function for the Database
Administrator to review and search the Data




Assessment Main Page

| Assessment Main Page

» Site Mame: iSiteOne

Assessment Location: 1Fa.ci]ities Mangement

Mssessment Date: B/22/2004  Type: iPre

Exerutive Summary ]wnerahﬂiﬁes | POC: | Assassment Toum | GIS Pastfolio | Miseallaneous Files

Introduction

Ohzervations

Recommendations

newly formed, System. Each of the three

services. The SiteTwo Division fomises an
anblatory and extended care, inchiding
zeriatric and rehahbilitation services.

B |Three farilities (SiteX, SiteCne, and SiteTwn) ||
imtegrated in Hovenher 1999 to become the [ =

divisions provide aunique array of health care

The SiteTwno Site sits on 27 acres in the small
town of SiteTwo. 4 major freight rail line s

* labout 142 mile aaray, another 15 2 riles aveay.

Otheraise, this 15 a 76 bed mursing home (anth
cutpatient elines and an 12 bed substance
ke facility) in a quiet Blidwest towm.

The SiteTwo Site lacks many of the basic
seourlty provisions cormumon to most other
sites. The campus 15 anly sboat 30% fenced
and has no operational wehicle zates. Wehicles
and pedestrians are naot screened on entry, and
the site has no CCTWV smrveillance system. Ha
doors are alarmed, however there are a mumber

of infraved motion detectors inuse,

This site deserves a major security upgrade.
The fence ine should be completed and
operational zates mstalled. Wehicle and
pedestrian sereeming procedures should be
developed and practiced. & diztal color
CCTV system should be installed and
integrated with alarms and motion sensars.
Pharmacy security should be upgzraded. The
Police Watch Station sheuld be mowed from
near the Front Entrance to a more secure
location. Finally, the police force should be
expanded, and wearing protective equipment
shonald be mandatory.

The Catpatient, Ambulance and Loading Dack

D P Ty R [ Mg e O P Wi L o P e, -l e

Record: H] 4 H 1P :|H ]>-i-J af 1

Close




Threat Matrices

CRITICAL INFRASTRUCTURE MATRIX
ROLL-UP

[ critical Infrastructure Matrix

CRITICAL FUNCTIONS MATRIX
ROLL-UP

“Critical Functiens Rallup

I

Site Mame:  [SiteOme AsessmantDate:  [06/22/2004 AssessmentType: [Pre B Lo Fisk (1600

Medinm Risk (51-175)

| AV dusset Vabue ‘ I iz Rick (=175)
531:: ;::T aﬁi‘;@hm‘g‘ Inprovised Chemcal Arsonincendiary rmed Biological ]
I ty Rating) Explosive Agent Attack Attack Agent Cyberierrorism  Agriterrorism
No. Critical Infrasiruciure AV TR WE Risk AV TR VE Risk AV TE VE Risk AV TR VE Risk AY TR VE Risk AW TR WE Risk AV TR VE Risk
DS a[ 1] 1 1] 1 [ 1] 1 1] 1 1] 1 1 0] =
2 [[Arclitectaral 4 1)1 1 2]t AER AR B 1 1|10 s
__3§§(mctm315ystems 411 BERE AEE I BEE 1 IEE
4 [Exvelops Systerus 6| 3] 2 2 1] 1 AER NEE A 1 110 5
__séﬁumy Systems EEEES ERBR NEE EEEEEGERE 1 A B
& [ Mechanical Systems EEE 2l 1 1 AEE AR NEE 1 110 s
7 [ Phusrlring and Gas Systeans Z[ 1] 1 1 2] 1 REE BRI 11 1 1[10[ 5
__ssilzcmmlsymms HEE ERE BEE BEE BEE 1 BEE
5 [Fize Alanm Systers IEEEDERDE FEE HEER B 1 110 s
10 [ TComumumications Systems || 8] 5| 2| 80| 2] 1] 1 TEE 11 2] 1 1 110 5
Record: ] 4 ([ 1 _b | B[Pt of 13 (Fikered) <« | o

I 1o sk (1-60)
Medium Rick (61-175)
I ok Risk (=175)
IED Chem Awmon Amed Bio Cpber  Agi- Radio- Muclear Hamuat Unanth. Swveil Other Other Other
(Borb) Agent Incend. Attack Agent temors temords logical Device Release Entry  lance CFl  CF2  CF3
No. Critical Function Eisk Eisk Risk Risk  Risk Risk Risk Risk Risk Risk Risk Fisk Fuske Risk Fusk

Site Mame [SiteCne Assessment Date:  [06/22/2004

Assessmant Type: [Pre

P[ T[aamaistrtion -------7777----77-

[ |3 [Washowine -----

’Ex@mem‘g

---- [ -:--"-*
[T e e e

ot Com e [ e [ [ [ [ | 1 [ [ [ [ [ | = [
[Food Sevvics TS | = [ [ S| 1 [ [ [ 125-

[Gecurity 100 | 100 100 | 100 100 [ 100 | 100 [ 100
__NECHETH WECHETH § FEAETHETNETH N |

oz T | | v [ [ [

[par Gae U O W [N IO [WEG W0 [N [WE0 M O [WE W (W

Fl
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er T o e
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T e ----- 0 aEeana 4 hon |
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Record: 14| 4 [ T b | P of 11 Filkered




Assessment Checklists

assessment Checklists

4 Site Hame:  [SiteOme
ADissessment Location: |Facﬂities Mangement
Hssessment Date: | af2212004  Typa: i‘Pre— J
Site || Anchitectual | Steuctural | Builting Evelope | Utilities | Mechaical | Phusbirg | Electrical | Fire | CommiCompaters | Equip 02 | Secusity Systems | Seemity Plan
.
Q#  Ohservation Comment Vuln?  Question =

p(]1-1 The facility 15 located m the uwhan area of SitaThree | What major stractures smround the facility (site or bualds
1-2 The facility 1s not in a depression or low area. It is. | Dioes the terrain place the building in a depression or lowr
1-3 The facilities are i a campus area. There are not @ | In dense, uthan areas, does ourh lane parking place uncon
1-4 There is no perimeter fence around the facibty. Ur [Consider the benefits of establishing a fance 1 Iv 15 a perimieter fance or other types of barrer contrals in
1-5 There are velucle access pomts off Douglas Ave, Lo I What are the site access points to the site or bailding?
1-& There are pedestrian sidevralks into the site separate | 15 velucle traffic separated from pedestrian traffic on the
1-7 There are no vehicle and pedestrian access controls  [Vehicle and pedestrian access contral and ins; Iv Is there wehicle and pedestrian access control at the pern
1-8 There 1 space avalabls to establish a walucle mspec | Is theys space for inspaction at the ouh line or cutside tl
1-2 Utility paths (atility tonnels, cormidors, manholes, st | Is there any potential access to the site or balding throw
1-10  |There are no vehicle ant-ram devices on the perime  |Establish passive velucle barmers at the entra Iv What are the existing types of wehicle anti-ram devices |
1-11 There s not a anti-ram baffer zone around the bald:  |[Install passive barriers such as bollards, walls, Iv What is the anti-ram baffer mone stand-off distance fromw
1-12  [There are no vehicle barriers at the perimeter of the |Install passive barniers sach as bollards, walls, Iv Are perimieter barriers capable of stopping vehicles? -- WV »

Recard: M| < [T 1 _» M]3 of 23 .| ] 4»[_‘

Viear Main Page | Viear 411 Site Ohserrations | Viear 411 Site Chiestions Close




'site Assessment Reports Menu

Site Assessment Reports Menu

Reports for Site: [SiteOne

Wulnershilities ‘
Exemtive Smmmary | Threat Matrix ]
Site Assessment Team | Zite Points of Contact ‘

Observations and
Comments

Close

Standard Assessment
Report

'Search Reports Menu

Search Reports Menu

[Mote: These reports search the entire database and
are not limited to the Assessment you are ourrently viewing)

{Zearch Observations and |

Cormments

Search Valnerabilities and
Feconunerndations

Close

Data Search
Report




