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Proolern Description
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San Antomo%#e@epartment identified
~three MAJoe); areas; fior Improving incident
reSPOoNSE:

1. Reliable tracking of who Is on duty

anaging flreflghters respondlng to an =

3. Maintaining accurate Incident response data ==
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_1_ rrent sy§r€rﬁt— :

E Company officer inputs list of people werking at

shift change
2. Preblems - =
= Tradition of infermal “lrrading/ time* complicates
Process

Updating system when p



VignaeiRe EeEieRiens
Fesponding to an ermergericy

.
-~ — Currentsystem = —
= White'boards
= Velcro badge system
— Problems

= Restricts operations to single point of entrys -

= Doesn’t allow identification of full set (‘)T‘Fé‘Sﬁ(‘mder
gualifications

.oes;i.[..gmle WeII fior Iarger |nC|dents
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= —=Cu rrent system

S Wigintains record of units (not individuals) respending created
py Computer Aided Dispatch System

———

—  Problems
=  Doesn’t identify individuals on unit — ==
— Difficult to positively reconcile incidentdaterwithpndividual
responders

Ineff|C|ent long-term management tool

Hea|tﬁ moniterng
-—?[*—'gsll fiz161li5y




Proposed Blormeiric Soluilon

= e —

o= Place blometrlc-fmgerprlnt readers on

d___—_-—.

apparaits and' station PCs

— Fire fighters willlauthenticate to prove they: are
Who they claim to be -

= |[ntegrate authentication informatien with
electronlc Incident command:system via

‘ C|dent commander In the field™



—— PT)Sltlve flréﬂg’rfterﬂuthentlcatlon —

Individual must be present te authenticate

= | everage strong “tradition” that assigned
positions always deploy with apparatus

— Not shift related — can be verified anytime -

Se n.enroute e =




Blornatric Sollior — Pot

: Beneflts (cont. )
e Potentlal for extended capablllty

— = Vianagement ofi “trading| ime” limits

= Enforcement of policies —
fill position

= Can provide real time unit/individual daia en
multiple displays simultaneously

le. what rank / gualification can

|




:efr;_ Sollior — Poia
Bereflis (cont.)
= Additional Sy’HEfQJE’S— - ' e

-tr—"Autheﬁt1ea{1on_complements_, father than replaces other
locating / tracking| technoelegies

— Can provide detailed personnel gualifications with' links
to additionall existing systems

= Swift water rescue, High angle technical' rescue; etc.

— Facllitates health monitoring, matching of
Incident/individual responder; data

_J|3'pears-well =Suited to regionali/imulti-agency. el

abiy rusL authenticated

e —

person
= Can verify their gualifications
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— ClO;, I'" managers

= University ofi Texas at. San ARtenio
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— Demonstrate that the integrated biemetric /
Incident command system; IS feasible

— ASSesS realization of projected benefits
— |dentify potential weaknesses & mediation steps
emmend policies & procedures

e




|5ieasure pﬁ\'/a@y%eneerns related (0] system

~ = Account anility

— Will'users fear a higher level of accountability ifi they use a
biemetric?
= Jrust B —
— Will users trust the organization net e, use: hiemetric data for
undisclosed purpeses?
= Vulnerability

.
— Do users believe the organizatien,c2l
 (AERSENENTONINICICRENST




= Precured necessany equipment

— Tested individual system components

— Developed biometric privacy. Instrument and
conducted focus groupheview
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#ﬁ]jdaﬂon_of.privacy INStrument using|fire fighters

— |nstallation ofi biometric devices on station PCs and
apparatus

R

— Deployment of incident commandl seltware

Ing efiend-to-end system




Proolermns Encourniered
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== Cha‘nges In‘V’E‘ﬁﬁﬁT—pfﬁdUCt offerlngs
—

— Specified file server discontinuead

= \Waited for city to release new “standard.sener” —
specifications to ensure reliability

ermanuracturer

S —




Proolermns Encourniered

s e —— '
= Kezpersonﬁélﬁ‘raﬂges

— Hirng of new: City Manager, Eire Chief, and CIO

— Departure of Salamander Technoelogies lead
developer -

— Promotion / reassignment of Fire Department’s
d I programmer
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— . Change In Inmdem Command product

— Original preposal was designed tointegrate With
a locally developed incident commana
application

— The city later decided to purchase the
commercial Fire Trax program

= it-made;sense from glant perspectlve (0]




FBiometrics is dynamic field
-='-"Neeﬁ-w1de-vendor Support te avold olhsolescence

= High-level buy-in'Is paramount

= | eam to deal with resistance te change from
Unexpected sources -




By
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__ = System development has progressed largely
as planned
= Although changes in hardware availability,
key personnelland the incident cemmeanad

software have caused some schedule

lippage e eccur, we still.expect the sxstem:-i
eo .surmﬁ -




	The Integration of Biometric Technologies with Fire Fighting Information Systems
	Overview
	Problem Description
	Reliable Tracking
	Managing Firefighters Responding to an Emergency Site
	Maintaining Accurate Incident Response Data
	Proposed Biometric Solution
	Biometric Solution – Potential Benefits
	Biometric Solution – Potential Benefits (cont.)
	Biometric Solution – Potential Benefits (cont.)
	Research Partners
	Goals of Pilot Study
	Assess User Reactions
	Status - Completed:
	Status - Next steps:
	Problems Encountered
	Problems Encountered
	Problems Encountered
	Lessons Learned
	Summary

